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desânimo te alugue o coração para os coḿıcios da rebeldia.”
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RESUMO

A         S Ú  S́
(SUS) ,         -
    . O       ̃ 
  ́  ̂,  - ́      
D P́. A́  ̧̃,   ́      
́   ́ ́     ̃. P   , 
̧̃   . A    ́   S-
 M  S́  S   ̃ ̂,    ̃
 ̧̃     ̧̃  ́̃     
́. E   ̧̃     ̧̃  ̧, 
 ̧̃      ,     
        ́. A ́  ́   
,   ̧̃ ́   ́     
 ,   ̧̃       -
 . O   blockchain    ,  
̃  ̧̃ , ,   ́,   -
  ̂ ́  . O    ́ 
  blockchain JM         ́
tokens      . É      
̧̃   , , ,  ́  
     ́    ̧̃     
. C ̂  ̧̃,       
   ́    ̧     ̃,
    900       ́. O  
  ́      ̧̃, API   
 ̧̃,     ̧̃  ̧̃     
         ̧̃    ́
   ̧. U          -
      S  S́  S,   ̧̃
       JM ́     ̧̃
 ̂  ̧̃       .
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ABSTRACT

J      B U H S (SUS),
             . T
   U H S (SUS)        
   ,           
 P D’ O. A  ,        
           . T 
 ,    . A    
   M H D  S   ,
             
 . T         
  ,         ,   
          . T    
   ,          
  ,          .
T       ,     
, ,   ,     
   . T         JM 
             
  . I          , ,
,           
        . A     ,
             
           900     .
T            ,
 API    ,         
             
      . . A        
          S
H D,            JM
            
        H U S.
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C́ı

1
Neste caṕıtulo são apresentados o contexto do problema, motivações, objetivos e a prospecção da solução

utilizando a tecnologia blockchain.

INTRODUÇÃO

1.1 SOLICITAÇÃO DE MEDICAMENTOS NO SUS

O   ́ ́   C̧̃ F  B (BRASIL, 1988)
,      ̂  ̃     ́,
 ́    ́ (MACEDO; LOPES; BARBERATO-FILHO,
2011). P   , ̃     S
Ú  S́ (SUS). D     F N  S́,  -
  2022  R$ 10 ̃   ̂ ̂
(FNS, 2023).

N   (MACEDO; LOPES; BARBERATO-FILHO, 2011), ́  
́  ́,    ́  ,   ́    -
     ́    ́   ,
  ́     ́ı. O    
  SUS    ,    ́ı 
  ̧̃. O  ́    ̂,  ́ ̃
̃   ,    ́ı   ́  -
. E  ̃          
   ́̃.

P   ̃  ̃   ́   ́,  M́
P́  D P́     ́    .
D   (DAO, 2021),    ̧̃  ̂,  ̃  
 ̧̃     D P́,      ,
 ̧̃  ́. O M́ P́ ́   ́ 
  ̧̃  ́    . A́ , ́   (MACEDO;
LOPES; BARBERATO-FILHO, 2011),   ,   O  A-
  B   ̧̃      ,   
̧̃     ̃ ́,   ̧̃  -
 ́ı. C    ,       ̧

116

16



2 INTRODUÇÃO

  ́      ́      ́ı
     .

1.2 PESQUISA EXPLORATÓRIA E PROBLEMAS IDENTIFICADOS

C  ́       ̂ 
́ı  S,    ̂  ̧̃     -
̧̃   ,      ̧̃   -
. C    ̧̃         -
  ́,         . Q
́,  ̧̃   ̃      -
   ́. A  ́   ̂  
       ,    
    ̧ , ́ı  ̂, 
 .

1.3 BLOCKCHAIN COMO SOLUÇÃO A RASTREABILIDADE

C         , ̧̃, -
    ̧̃   ,   -
,   Food and Drug Administration (FDA)  EUA,  
        . N B,  2016,
   L 13.410   R D  C̧̃ (RDC) 157,  -
  ̧̃  S N  C  M (SNCM) 
    ́.

A   (NG  ., 2021)  ,       COVID-
19,           ́,  -
       blockchain,      ,
        ,   ́. A R N-
  D  S́    ́    2020   
  ̧        ̧̃ 
́ı   (DONIDA  ., 2021).

S (ZHANG; XUE; HUANG, 2016), blockchain ́    -
  ̧̃   ,       
  ̧̃,   ̧, ̧̃     -
. A   ̧̃ ́   ̧̃  ́  ́, 
   ,          ́
  (ZHANG; XUE; LIU, 2019). D      
 , ́   ́ı       -
        ́    
  ̧̃.

N ̧̃         
        ,  ̧̃ 
   ,    (ALANGOT; ACHUTHAN  ., 2017). A
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       ́    
  ı́     ,   (BOCEK  ., 2017).
O   (NG  ., 2021)       
  blockchain  ́  ́,     ̧̃
́.

1.4 MOTIVAÇÕES

1.4.1 E  E

A            
       ,   ̧
,     B      -
    ,    R$ 83.898,70    2023 -
  (BESPONSA, 2023). A   ̧  A̂ N  V̂
S́ (ANVISA)  2022         
 2̃   . A ̧̃     
          ̃.

1.4.2 M  T  A   P  SUS

N B,    ́   ̧   ̃    -
     ,        
   . U  ́ ́      
 (BATISTELLA  ., 2019). O  ́   
,  ,   ̧̃    ́   ̃ ́ 
  . A   ̧̃  , 
       ,   ́   ̂
 .

1.5 OBJETIVOS

1.5.1 O G

O    ́       blockchain 
   ̧̃   , , , 
́        ́    ̧̃ 
  . P ̧      ́ı  
      hosts,    ,  API
   ̧̃   ̧̃ W      ̧̃
 .

A   ̧̃  ,   ̃ ̂  ́ı 
̧̃   ,    ́. A  
    ̃  ̧  dashboard.
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4 INTRODUÇÃO

1.5.2 O E́ı

1. C  C́ P  P    ́;

2. I  ̧        ;

3. D     ́ı  ;

4. F  ;

5. D     ̃.

1.6 OUTROS RESULTADOS E ATIVIDADES

E      Blockchain & Cryptocurrency Conference 2022,
B  11   2022     ̧̃  ́
B & C J  2023. A,    C
 S B  C̧̃   C́  Blockchain W D-
,  J̃ P,  8   2023. O  JM    
  I N  P I(INPI)    2023. O -
    TestBed  C̂ T́  Blockchain    
  ,  : I F  E̧̃, C̂  T-
  B, U F  P́, R N  P  U
F  V. F         
́  S  S́  M́ı  S,   ̧̃
 ̃   A̂ E.

N ́ı 2 ́   ̃ ́    
   ,  ́ı 3   ́     
     ,  ́ı 4 ́   -
       JM,  ́ı 5 ́    
     ́  ̧̃ ̂  ́ı  S
  ̃ ́   ́ı 6.
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2
Neste caṕıtulo é apresentada toda a revisão bibliográca para a elaboração do trabalho, contemplando a

área das petições judiciais relacionados a saúde pública, as caracteŕısticas técnicas da blockchain e os

frameworks Hyperledger Fabric e Minifabric.

REVISÃO BIBLIOGRÁFICA

2.1 MEDICAMENTOS JUDICIALIZADOS NO BRASIL

2.1.1 D  S́

O   ́ ́   C̧̃ F  B (BRASIL, 1988),
,  E         -. T́  
12  P I  D E̂, S  C,  
         ́ı  ́ ́ı  , 
  ́   ́ı    . E (YORK, 2011)
́         ́ ̃ ́  :

1. D: F ́   ́  ́  
  ́;

2. A: A ̧̃,   ̧  ́   ́ı  
   ̧̃,   ̧̃  E-, 
  ;

3. Q: A ̧̃,   ̧  ́    -
    .

A ̧̃  ́   ́      ̃ ́ -
    ́        ̃. A 
 ́      ̧̃    ̃   .
C  (BATISTA  ., 2020),  ̧̃     
́    ̧̃         B 
̧̃  ́.
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6 REVISÃO BIBLIOGRÁFICA

 O P L  E ̃ ̃    .
D ,   J́   ,    ̃  
    ̃. S  P L  E 
    ̧̃    ,  ,  
J́ ,  ,      ̧̃    
  E.  (BATISTA  ., 2020).

P ̧̃      ́ ́ :

1. C̧̃,     ́    
 ́    ,      -
,    ́,     ́,  ́
  SUS;

2. I           ;

3. E̂      A̂ N  V̂ S́
(ANVISA).

2.1.2 F  C   A  S̧̃ J R-
  M

A      ̧̃   ́  -
  (BATISTELLA  ., 2019)       L, 
  P́. F         ̧̃
 ̃:  ̂  ́  R̧̃ N  M E-
 (RENAME),    ́    ́ ̂ 
̧̃  ́  ̃   SUS. A,     -
      ̧̃     , 
   ́  ́    -
    SUS.

2.1.3 I F

O     ̧̃  ́  ̧̃ ̧́
   SUS,      ̃   
́. C  T  C  U̃ (TCU)    2015, 1 ̃
   ̧̃    ́. O    (BATISTELLA
 ., 2019)    B       
́  SUS,    R$14,3 ̃  2010   R$20 ̃ 
2015,     40%. A T 2.1    ̧̃
         2019.

2.1.4 T  A

O        ́ ́    -
̂ ̂,     ̂   ́ı
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      ́     (BATISTELLA
 ., 2019). A T 2.2         L
   2011  2017   900 ,      
 ̃         . P  -
   ́ ́     ̧̃     
  ́  ́       ̃ .

Tabela 2.1 N́      ̧̃  ́  2019 (BA-
TISTA  ., 2020)

Assunto Núm. de Processos
F  M 119.771

P  S́ 109.778
T M́-H 45.104

E ́ 7.665
H  O U  S́ 5.835
E  S́ / A̃ F́ı 4.677

S́ M 1.771
F  SUS 1.592

V̂ S́  E́ 559
T̧̃  SUS 179

D̧̃  T  Ó̃; T  P  C H 126

Tabela 2.2 I̧̃      ̧̃,    -
     . L/PR, 2011  2017 (BATISTA  .,
2020)

Tempo de Tramitação Número de Processos Percentual Relacionado ao Total
100  300  76 12,6

301  500   105 17,4
501  700   106 17,5
701  900   97 16,0

A  900   220 36,5

2.2 PRINĆIPIOS DE BLOCKCHAINS

A  Blockchain   2008     ̂ B-
:  S F E̂ Peer-to-Peer    S N
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(NAKAMOTO, 2008), ̂         .
A  ̧̃     ,    
̃   ́         Smart
Contract (SC)   ̧̃    2015. O  SC  
 N S  ́  90,  :    ̧̃ 
       (GREVE  ., 2018). Q  ̧̃ ́
  ,  ̧̃  ́     ́. E 
   ̧̃  ́  ́   ́- 
   .

O  ̃ ́ı  Distributed Ledger Technology (DLT) ́  
   blockchain. E  DLT ̃    ̧̃ 
   ̃ ́ ̃  ̧̃. C ,   ̧̃
 bitcoins   ,   A   5 bitcoins  
 B      3, ̃ ́ ̃,    B 
    2 bitcoins   A,    ̧̃    
 3 bitcoins   A   B, -    ̧̃
        A  B.

Q  ̧̃ ́ ,  ́     ̧̃  ́
 ̧̃   ̃      ̧̃. Q   ́
,     ̧ hash  ́    ̧̃  .
T   ̃    ,      ̧
         . P ̂ 
̧    ̧̃   , ̃ ́ ́ı ̃,
,  ,     ̧̃ ́ı      ̧ hash
 ̃     ,    .

A  ́ı  blockchain ̃  ̧̃, ̂, -
  . O   ̃      ,  -
̧     ́ ,  ,     Proof of
Work  ̃   . A  ́   Peer to Peer (P2P)  
́              ̧̃,
    ,     -
(ZHENG  ., 2017). A F 2.1       
 blockchain. O   ́   gênesis. C  ́: 
̧̃,    ̧̃,        ̧̃
   nonce  ́    ̧̃   ̧ hash.

C    assinatura digital     , ́
 ,    ́ (ZHENG  ., 2017). T 
̧̃ ̃       . A   ̧̃, 
     ́  ,    
 .

B (2015)    blockchain  ̂ :

1. P́: S̃         
̧̃. Q          
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Figura 2.1 B  ̧̃   B (ZHENG  ., 2017)

̧̃         ̧̃ 
;

2. P: G         -
̧̃. A ̃ ̃    ̧̃. A    
  ́  ,   ́ı  ;

3. C: C      ́    
     ́  ,    ́ı ́
  .

2.2.1 S̧  P

E          ́ı 
      ́,  ̂ ̧̃ , 
         peer-to-peer, -
  ́  ( , hacking)   ̂     
́. D   (NG  ., 2021),   ,  ̂,
, ̃-́ ( ,       ),
̧̃ ( , ̧̃  ́     ̃)  -
, blockchain     , -
      .

P  ̧     blockchain,   
  : ̂   ̃ ́ı,   ̧̃,
    , ̧̃      (ZHANG;
XUE; LIU, 2019).

2.2.1.1 Resistência a Adulteração: A  ,  ̧̃ ́  
 ̧̃ hash   SHA 256       
    ,  ,  Elliptic Curve Digital Signature
Algorithm (ECDSA). C      ̧̃ 
 B,       ̧̃    , 
            
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   ́         
     .

O      ,       
,  Proof of Elapsed Time (PET)  Proof of Work (PW),  ́ 
  ́   ̧̃,   Practical Byzantine Fault Tolerance
(PBFT)  RAFT (GROUP  ., 2017). D     ̧̃
-   Crash Fault Tolerant (CFT)  Bizantine Fault Tolerant (BFT).
E   CFT    ́ ́   
,   BFT   ́  ,  ́    
. S (MIERS  ., 2020),     ̧̃ ́  
́ı  .

2.2.1.2 Resistência a Ataque Distributed Denial of Service (DDOS): U
DDOS N̧̃D́ı  S̧,    ́  
       ́  ̧̃ ̂  ̃
́      (ZHANG; XUE; LIU, 2019). U  DDOS
  blockchain ́     ́   ̃ ̂  ̃
́ı    ,     ̧
      ́  ́- oine,    ̃ 
 ́        . C 
       ,      
  ̂.

2.2.1.3 Resistência a Ataque de Duplo Gasto: O   (ZHANG; XUE;
LIU, 2019),          ̧̃   
    ,  ,   bitcoin     ,
  . P     ,  ̧̃ ̃  
            ̧̃
,   ̧̃     ̃  Ledger  
blockchain.

2.2.1.4 Resistência a Ataque de Consenso 51%: U   51% 
          . O -
 -      ,   ̧̃ 
̧. E  ̃    B      
 Proof of Work    ,       ́ 
-    ,  ̂   ̃ 
̧̃. N      B ́  ́ı    
́    , ,  -  ́ ́  
          
́ (ZHANG; XUE; LIU, 2019). N  blockchain     -
   H F     R   
(HU; LIU, 2020),  ́     ́ ́ ̂  -
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̧̃    ́   ̃  ,   ̧̃,
    , ̃       51%.

2.2.2 R

U         ̧̃  -
, ,    . P     
̃        ,  ́ı    
́,  ̧̃. P,     -
  ̧          
   . A        
̧̃   . O   (LU; XU, 2017),  ,  
 ̧̃   ,  ̧    ̧̃ 
 . O          
            ̃ 
    ̧     .

S        blockchain -
 . O          ,
    M,  ́     M    M
  ́,        blockchain
  Radio Frequency Identication (RFID). O    block-
chain       ́  ,  ,  
  ̧̃ ́  ̃   ́   
 ́ ̧̃. C   ́ı   ̧̃   ,
       ́ı    .
N    ̂      ̂  ̧,
  ̧̃    ̧ ́     .

2.3 HYPERLEDGER

C (GROUP  ., 2017),  H ́    L F 
  blockchains,   ́   ́ ,    
̧̃      . O H   ́
 frameworks,  :

1. F: P   blockchains   ;

2. E: A̧̃    ̧̃    ,
̧̃,    ;

3. S: P   ,    DLT 
̧̃   ̃ . U    
 PET,   ı́ ̧       ̃ 
  ;

4. I: B  ̧̃  DLT   ́ ;
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5. I: T-   Software Development Kit (SDK)   H 
        ̃  
.

2.4 HYPERLEDGER FABRIC

O H F ́  framework     blockchains
  . P    ́,   
 ̃    ̧̃      
 , ̧̃, ̧̃      ́  
     ́ (GREVE  ., 2018).

2.4.1 M S P (MSP)

É   ́  ̧̃     F. E ,  MSP
      ́  ́  ̃  ̧̃ 
  ̧̃  ́ (FABRIC, 2022). É    
 MSP  ,  ́   , -  L
 R̧̃  C (CRL) . U   ̂ 
     ̧̃   ()   ̧̃ 
,   :

• L    A  C̧̃  (X.509) 
    ̧;

• L   X.509   CA ́   
  ̧̃  ;

• L   X.509      MSP;

• L  U O   ́  ̧ MSP;

• C  L  R̧̃  C (CRL),   
    A  C̧̃ MSP  (́
 ).

N F 2.2 ́       H F.

2.4.2 C

O     F   ́   ́   peers -
  ̧̃. A    ,  peers ̃  
   ̧̃. O  ́ ́   ́ ̂ (anchor
peers), ́    ̧̃ (order peers),  (ledger)   -
 (chaincode). O anchor peers ̃ ́  -   orderer
peers       ̧̃,  ́-    ́ 
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Figura 2.2 A H (GREVE  ., 2018)

 ̧̃ (GREVE  ., 2018). O order peers   ̧̃  
́    . O H F   ̧̃  ́ ,
  ̧̃    ́  blockchain .

2.4.3 C  O̧̃

O      F ́   ̧̃    ledger
. O framework        Crash Fault
Tolerance (CFT)        Byzantine Fault Tolerance (BFT).
A ̧̃       ́  ́ı  . P
  ̧̃,  ̧̃      ́ı, 
 ̧̃  forks  . O     ̧̃
    . O     ̧̃ ̃  F 
̃ 2.0 ́  R. A     ̧̃  H F ̃
 :

1. Fase 1 (Proposta): A ̧̃      ̧̃ 
 peer   ̧̃,  ̃   chaincode     
̧̃  Ledger. C     ̧̃ ́,  peer
    . O peer ̃   ́  ledger  
,        ̧̃    
̧̃ ;

2. Fase 2 (Ordenação e empacotamento da transação no bloco): A ̧̃
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        ̧̃      1 
   ̧̃    ́      
 ́    ̧  ̧̃. O ̧  ̧̃
  ̧̃  , -    ledger     
peers  ́  ̧̃  commit    3;

3. Fase 3 (Validação e commit): O ́       
peers   . C peer         ̧̃.
S       Commit    ̧̃   
́  ledger, ̃   ̃  ̃.

2.4.4 L

O  ̃  ledger ́         ́  ̧̃.
P      ́    ́    ,  
     ́   ́,       ́
 ́     ́ı  . O H F  
  (estado global atual)  ledger   ́  ̧̃ blockchain. O
ledger ́     ̂ (   ̧̃)     
        . (FABRIC, 2022).

U ledger   ́  ̧̃  ̃      
  . E       ́  ,  ́ 
   ́ ́ (FABRIC, 2022).

A  ́ ́ ́   ledger  ̃    
 . O  DLT ́       ledger  ́
 ,   ́ ́ı  .

2.4.5 E G

N H F,  ledger    ,     
blockchain. C       ̧̃   
 ́.

O   ́      ́     . O
F  ̃   ̧̃ CDB  LDB,    NS, 
  ́             
́-      ̧̃. O   ledger ̃  
 -     ̂,      ,
  ́ı. A F 2.4       
H F.

2.4.6 B

A blockchain ́     ̧̃     ̧ 
     . A ̧̃ ̃   ,  
  ́  ̧. A     blockchain ́ 
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Figura 2.3 E G  H F - F: (GROUP  ., 2017)

      ,   , ̃   , ́
́.

A ̧̃        . O 
 ,      ̧̃   , ́ 
   ̃         H F
 ̧  ̧̃.

O ̧      hash  ̧̃  ,   
hash  ̧   . D ,   ̧̃  ledger ̃
   . E hashing  ̧̃   
 ledger  . M   ́    ledger  ,  
      ́      blockchain  
ledger ́ ́ı     ́ .

A blockchain ́     ,  ́   ,
     . A F 2.4       blockchain
 H F (FABRIC, 2022)   blockchain B ́   B0 (
̂), B1, B2, B3 . N ,      B2   
D2  ́  ̧̃: T5, T6, T7. B2   ̧  H2,  ́ 
hash ́    ̧̃  D2,    ̧ hash  H1 
  (B1). D   ̃  .

O  ̂ ́       ledger,  ̃  
̧̃  ́,   ̧̃  ̧̃      .
(FABRIC, 2022). U  ́   ̂ ̧̃,   F 2.5. A 
̧̃ (H0..H3) ́  ̧  ́:

• N́  : U ́  ̧  0 (  ̂)  -
  1       blockchain;

• Hash  B A: O hash    ̧̃    ;
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Figura 2.4 B H F - F: (GROUP  ., 2017)

• Hash  ̧   : E  ́  ̧    ́ 
   ́    .

A  ̧̃ (D0..D3) ́     ́    ̧̃ -
. A  ̧̃ (M0..M3) ̃      ́  
         ́  . S, 
committer      ́/́   ̧̃  
bitmap     ,    hash  ̧̃  
    ̧̃.

Figura 2.5 B H F - F: (GROUP  ., 2017)
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2.4.7 C  T̧̃

N  F    ́   Chaincode    
 : G, J,  N.J . P   ̧̃   chaincode, ̃
 ̧̃. E    ̧̃: Invoke  Query. A ̧̃
  invoke   ̧̃      ,   ̧̃
query   . A́   ́ ́ı      ̧̃
́ı    chaincode (DHILLON; METCALF; HOOPER, 2017).

O  ̃         H-
 F SDK;     chaincode  ̃   
̧̃  ́ı  blockchain (́  ́). O - ́   
̧̃    ́  ̧̃  ̃ 
 ̧̃     . A F 2.6    
 ̃  ̧̃:

• C̧: I H4,       ̧̃,
 ,    chaincode   ̃;

• A: S  S4, ́   ́,  
 . E  ́        ̧̃
̃  ,       ̧̃  ́-;

• P: E    P4,   ̂  
      chaincode      ̧̃
 ledger. Q  chaincode ́ ,      
̂  , ,  ̧̃     , 
     ;

• R: V  R4,         ,  
 ̧̃    ,  ́   ledger   
   ;

• E: C   E4,  ́      ̧̃
   ̧̃, ́    ́ı  .
C       ̧̃ ́ı   -
̧̃,          ̧̃  ̃
   , ́   ́  ̃ ́
  .

2.5 FRAMEWORK MINIFABRIC

O M ́    H F   ̧ A 2.0 
        ̧̃  ̧̃   H F-
 (LI TONG; JONES, 2021). O   M ̃    ̧̃
  ́    F. U       ̧̃ 
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Figura 2.6 T̧̃ H F - F: (GROUP  ., 2017)

̧̃  , ̧̃  ̧̃  chaincodes, ̂   
ledger. P ,      :   -
̧̃, , ,     . P   
D(BOETTIGER, 2015)  K(BURNS; BEDA; HIGHTOWER, 2019). É
́ı     L  W. N A̂ B ̃ -
   ́         
framework M.
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3
Neste caṕıtulo são apresentados os principais trabalhos relacionados com o enfoque em rastreabilidade de

materiais e aplicações de blockchain para rastreio de fármacos.

ANÁLISE DE TRABALHOS CORRELATOS

N̃             -
̧̃ ́   ̧̃     ̧̃ 
  ,          
̂ .

3.1 TRACE AND TRACK: ENHANCED PHARMA SUPPLY CHAIN INFRAS-
TRUCTURE TO PREVENT FRAUD

A    (ALANGOT; ACHUTHAN  ., 2017)  blockchain 
   ̃        
 EUA. O    ́  ́    ́
         Food and Drug
Administration (FDA),       ̧   
  ̧̃        ́.

N   ̧̃,       ̂ ,   
    ̧̃,      ́  blockchain 
́     ̧̃  . A blockchain  ́  
 ́̃    , ́ ̃      ̃
  ́ . E     ́   FDA  ́ 
́̃ ́   ́. D       
  ́ı    ́ı    I  C  ̂ 
 ́  ̃   .

3.2 BLOCKCHAINS EVERYWHERE-A USE-CASE OF BLOCKCHAINS IN THE
PHARMA SUPPLY-CHAIN

A blockchain    MODUM.IO AGO ́    
(BOCEK  ., 2017). O  ́       ́
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  . O  ́       
̧̃           
̂. U  mobile      ́  ̃ 
   ̃      blockchain E (DANNEN, 2017) 
       P. R  ́ 
            
   ,    ̃    .

A E   -   55    7.576
  ,   3   ,    
 . N    ̧̃   blockchain ,
   ̃     ̃  . R  
̧̃   ̧̃   blockchain  ́   ́ı   ̧̃
 , ̃     ́  ̧   
.

3.3 DRUGLEDGER: A PRACTICAL BLOCKCHAIN SYSTEM FOR DRUG TRA-
CEABILITY AND REGULATION

N   (HUANG; WU; LONG, 2018) ́    blockchain -
 Drugledger   ́     ́  ̧̃ ́ 
  ́     ̃     ́ı  .
É       ̧̃  ̧  ̂ ́:  
,   ̧. U  ́    ́
    ̧̃. F      ̧̃
  ̂    . C      -
 ́   ́ ̧̃        ́ .
E  -    ́     
  ̧̃. O             
    ,  ̧̃    blockchain,
 ̃ ̃    ,     . O
    ̧̃   ́,  ̃    
̧̃,   ́  ̧̃.

3.4 GOVERNANCE ON THE DRUG SUPPLY CHAIN VIA GCOIN BLOCKCHAIN

U   blockchain Gcoin   (TSENG  ., 2018) -
    ́    ̧̃,     
 ́         ́   ̧
  ̧̃          ,
  . A blockchain      ̧̃  ́
́   ́   ́   ̧̃   ́, 
  ̧̃ ̃ ,     -
         blockchain, ́   
́ ̧̃ .
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A blockchain  ́ ́  ,  ́     ̧
    ,     ̧̃. A block-
chain   QR C       ̧̃. N̃ 
             
́. F   ́ı   ̧̃ ́ı    
 mobile     ̧̃  QR C.
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N     (YIANNAS, 2018) ́   ̧̃  blockchain -
   IBM          W
    , ́   28 ́ı   12.000   260 ̃
  .

A    ́        -
  . P    ̧̃ ̃ 
  ̂. C   ,  IBM     W
     blockchain      .

F        -,   
  ̧̃      6   2 . A́  ̧̃
 ́  ̧̃,   -   IBM Food Trust (KAMATH,
2018)       ,  W, K,
W, T, D, N́, U, D, MC  D.

A blockchain   ́ı    ́ı  
   QR C, ́       
 ̧̃       ́. P  mobile, ̃
 ́ı    ́ ́  ́    ̃     
.

3.6 COMPARATIVO COM A SOLUÇÃO PROPOSTA

O  ́  ́ı   JM    
   ̧̃ . N̃    
   ̧̃   ,    
́  ̃  ́   ́  . O   
     ,         
  ,      S Ú  S́ (SUS)  
́ı  ́̃ ́   ,   ,  ̧ 
      ̃      ́.

A          Governance on The Drug Supply
Chain via Gcoin blockchain     blockchain ́    
      ,   JM  ́  
    ̧̃  ́  ̧̃     token 
  . O         
 T 3.1
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22 ANÁLISE DE TRABALHOS CORRELATOS

1. Trace and Track: Enhanced Pharma Supply Chain Infrastructure to Prevent Fraud ;

2. Blockchains Everywhere - A Use-case of Blockchains in the Pharma Supply-Chain;

3. Drugledger: A Practical Blockchain System for Drug Traceability and Regulation;

4. Governance on the Drug Supply Chain via Gcoin Blockchain;

5. A New Era of Food Transferency Powered By Blockchain.

Tabela 3.1 T     (E̧̃ P́, 2021)

Requisitos do Produto JudMed 1 2 3 4 5

B  SIM SIM SIM SIM NÃO SIM

B  SIM NÃO NÃO SIM SIM SIM

F A SIM SIM SIM NÃO SIM SIM

P A. M́ SIM NÃO SIM NÃO SIM SIM

R ́   SIM SIM NÃO NÃO SIM NÃO

A ́   ́ SIM SIM NÃO SIM SIM NÃO

A S̧̃ J  M SIM NÃO NÃO NÃO NÃO NÃO
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C́ı

4
Neste caṕıtulo são apresentados a rede blockchain JudMed, a metodologia utilizada, o modelo de negócios,

a arquitetura da solução, o uxo do processo judicial com a implantação da blockchain, os softwares

desenvolvidos e os testes de funcionalidades.

BLOCKCHAIN JUDMED

4.1 O MODELO DE NEGÓCIO E A UTILIZAÇÃO DE BLOCKCHAIN

P     blockchain   ́ı     -
 ́    . A F 4.1   
    ̃  ̧̃  ̃. T      
(101BLOCKCHAINS.COM, 2022)       -
    ̧̃   blockchain     
 :

1. N  ́̃ ́? N̃,  ̧̃ ́   ́ı
  ̧  ̃   ̃, -   
   ;

2. E   ? S,  ̧̃   ̧̃   ́
́       ̧̃,  JM ́ ́-;

3. É ́     ? S,    ́
    ̃     ́ ́ı   ;

4. P   ? S,  ̧̃ ́   
   ̧̃   ́;

5. É ́   ́? S,      
   ̧;

6. P   ? N̃,  ̧̃    ̃ ̃
,       ̧̃ ̃  
  ;
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7. N   ? N̃,    ́   ̧̃
̃ ́     ;

8. N́  ̧̃ ? S,  ́    
 ́-   ;

9. O   ̧  ? S,  ̧̃ ̃   
́      ̧̃   .

Figura 4.1 Q   C  ̧̃  B (E̧̃
P́, 2023)

4.2 METODOLOGIA

O          ̃ ̂
 ́ı  S. V   ̧̃  ́    -
 ́        ́   ́̃ ,
  blockchain       ́ı   
  ̧̃. P   ̃ ́ -  -
 ́       , ,   
 .

C     ,    ́  
  ́   A̂ A.1   ́   
̂         ́. F   
 ́   A̂ A.2,     . A́ 
 ,         A̂ A.3  
 ́ı          A̂ A.4.

N ̧̃     blockchain   ̧̃  
̧̃  ́. I        
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 ,  ,   ̧̃  ́    ́
 ́ı  S      . F   ́
          blockchain. O  
      ̂,        
    ́  ́ı.

N ̧̃   15 ̧̃       
T  J̧  E  B. F   ̧̃   
̧̃  ,   ,   ́  
  .

O  ́ı    ̃  ̃ ̃   
blockchain,        ́̃    
  ̧̃, ,   blockchain     L
G  P̧̃  D P (LGPD). A     
   S,  ̃ ́    ̧̃   
́ı   .
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P        H F (AN-
DROULAKI  ., 2018)    peers ̃   , ̃ 
   ̧̃  ̧̃   ̧̃. O  
        ́  , -
     ́       H
F ́   chaincode. O scripts       ́ 
 M (LODI  ., 2021)    -  ̧̃  -
̧̃,   ̃   ́  ̃    
  ́  . A́  ̧̃  scripts   ̧̃  ̧̃
      ́.

N       F 4.2     ́ 
  ́    ́,  , ́   ́ 
,  ̃,    ́  ́̃        ̧̃,
    ́ı  ̧̃   Blockchain JM. A   ,
 ́̃    ́ ́    ̧̃,    
blockchain  -      , ́ı  ̧̃ ́
 ́. C   ,    ́     ̃
-  blockchain    ̧̃    ́. T  ̧̃ ̃
   JM       ̧̃ ́  
 ́   . T         
,      ̂  ̃  ̧ ́.

4.4 CONSENSO E ORDENAÇÃO COM RAFT

O  Raft   JM ́  ̃   H F
   ̃ 1.4. E ́ ́, ,       Crash
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Figura 4.2 B P     ̧̃  ̧̃ (E̧̃ P́, 2021)
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Fault Tolerant (CFT). O  ́    ́ı   
  ̂          ́  
(HU; LIU, 2020). N JM,   ́      ̧̃
    . D  ,  ́ ,   
    ́   ́̃ , ́  ́  
 (FSM) (HU; LIU, 2020)       ́  ,
   ̂      ́. P  ́ ́
    ́   ,    blockchain JM  ̂
̧̃ ,      . Q  
 ́ ,   ̧̃      ̧̃ ́
      , ̃         
   blockchain .

4.5 CANAL, LEDGER E TRANSAÇÕES

O    ́̃  ́     ledger   ̃, 
   ̧̃  ̧̃  ̧̃  . O  -
   ̧̃    ́    
   ledger. A ̃        ̧̃
́ ́   . C  ́     
 ,   . A ̧̃ ̃   -
    (ZHENG  ., 2017) ́  ̃ ́ı
  ,      ̧̃   ́   -
  ́̃ ,    ̧̃      
 ́. O chaincode  ́  ̧̃     N.
(HAHN, 2016).

4.6 ACESSO SEGURO

O    ́ ́ (  ́   )
            . A 
̃   ́ H F CA    
  ̧̃. T     ́̃     ́
   , ,    ́   ́  
         ̧̃,    
 ́             ̧̃.

A ̧̃  ̃ ̃   JM,    
 ̧̃ ́    ́ı ́     blockchain.
C  ̧̃      ,  ̃ ́ı
    blockchain       , ̃  
́. O  ́ı ́     ́̃    ,
   ́       ̧̃,  blockchain.
U    ̧̃   ́ı    ̧̃ ́, 
    ̃ ́   ,   ̃ 
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 L G  P̧̃  D (OLIVEIRA; HERBELLA, 2020).

4.7 ARQUITETURA

P     ̧̃     ,   
  ̃ :

1. C̂        ̧̃  ;

2. C I  Chaincode;

3. Ledger (E G  B);

4. N́     R;

5. API R  ̧̃  ledger ;

6. A̧̃W JM  ̧̃  API R      ̧̃
  ́.

A F 4.3     ̂     ̧̃  ̧̃
       . O ́ı     
blockchain JM        ́  ̧̃
  ́̃ ,   ́    (API R)    
   (chaincode)  ̃   ̧̃    
́   ́ı      .

4.8 OPERAÇÕES, CÓDIGOS E COMANDOS NA REDE EM AMBIENTE SIMU-
LADO

4.8.1 Iz̧̃  N́  R   M

1. A́ ̧̃   .   F 4.4. O 
     ́    ́  S M
 S́   M́ P́:

[ ./minifab up -o sms.ba.gov.br -e 7050 -s couchdb -n chaincodejudmed
-l node -p ];

2. A S E  S́ ́   ́    -
 .   F 4.5, :

[ ./minifab netup -o sesab.com.br ];

3. A́ ̧̃  S  S́  M́ı  host, ́   
 ̧̃      ̧̃ S  S́  E,
:

[ ./minifab channelquery ];
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Figura 4.3 D  S̂ - S̧̃  M J (E̧̃ ́,
2021)
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4. N host  S  S́  E ́    JoinResquestOrg-
Join   ̃  ́    ̧̃   
  host  S M  S́,   ́   
     S  S́  E  ́:

[ ./minifab orgjoin ];

5. A́ ̧̃    ̧̃    host S M
 S́  M́ P́,   ́       
̧̃  :

[ minifab channelsign,channelupdate,discover ];

6. P ,    S  S́  E ́     
endpoints   host  S  S́  E    
 ́ ̧̃:

[ ./minifab approve, discover, commit;]

Figura 4.4 A S.   S M  S́  M́ P́
(E̧̃ P́, 2021)

4.8.2 Iz̧̃  API R   A̧̃ W

N F 4.6 ́       ́   
́       S O U. A  
 -  ́ ,   ̧̃ S  S́
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4.8 OPERAÇÕES, CÓDIGOS E COMANDOS NA REDE EM AMBIENTE SIMULADO 31

Figura 4.5 A S.   S E  S́ (E̧̃ P́, 2021)
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 M́ı  M́ P́,   ́  API R  ̧̃ 
      ̧̃  ̧̃  JM. A  ́  ́
   ̧̃ S  S́  E.

Figura 4.6 R I  M́  A̧̃ (E̧̃ P́, 2021)

4.8.3 C̧̃ P C  P J

O chaincode  F 4.7       blockchain. A  ̧̃
́   linha 53   ̧̃ ́    linha 62   ̧̃  ́
. C       ́   M́ P́,
  ̧̃    linha 69     blockchain  linha 77.

A F 4.8    Http Post  API W    chaincode
  ̧̃   ̧̃  . N linhas 110 e 111 ́     
   ́    ́   API   ́ 
   ̧̃  chaincode. D  121 a 123   ̃    
. N linha 125 ́     ̧̃  ̧̃    
̂      body    ̧̃ .

4.8.4 A̧̃ W JM

A ̧̃  JM    Node.js  back-end   front-end 
Vue.Js. A ̧̃ ̃   chaincode  ̧̃  API  ́
 web server Express.Js     ̧̃    .
P   ̃  API  chaincode    ́    -
̧̃. F        , ̧̃,
,   Dashboard . N ̧̃  ̃  
   ́   client-side. T  ̧̃ 
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Figura 4.7 C  P J - Chaincode (E̧̃ P́, 2021)

Figura 4.8 C  P J - POST/API (E̧̃ P́, 2021)
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  ́ ̃   chaincode        
  ̧̃.

Figura 4.9 A̧̃ A̧̃ JM (E̧̃ P́, 2021)

4.9 TESTES DE FUNCIONALIDADE

F  ́  ̧̃  ̧̃   blockchain   -
: ́     , ̧̃  ̧̃,
́  ̧̃,          ̧̃
 ̧̃    .

O   chaincode    ́,     .
N  ́ı    ̧̃M́ P́  S  S́
 M́ı   ́   S  S́  E. A́   
   ́    ̧̃  chaincode     ́
   ̧̃        S Ú  S́ (SUS).
A ̧̃         ́  . N
̧̃  ̃   ̧̃      
̧̃        ̧̃.

4.9.1 A

A ̧̃  ́  : 6 G  M́ RAM, 1 T  -
  P C I5. A ́       O
VM V   ̧̃  1,5 G  M́ RAM,     
bridge  40 G  . O S    ́  
L U  ̃ 21.04.
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4.9.2 T 1: T  C̧̃  P    M́ P́

A  ̧̃ ́   ̧̃    ̃  ́  M́
P́,   ́   ́      ̧̃ S-
  S́  E,      F 4.10.

Figura 4.10 T       ̃  ́  M́ P́
(E̧̃ P́, 2021)

4.9.3 T 2: T  C̧̃  P D

N     F 4.11 ́    ́   
  ,       . E   F
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4.12 ́     ́,  ̂  ̧̃.

Figura 4.11 T       (E̧̃ ́, 2021)

Figura 4.12 T       - (E̧̃ P́, 2021)

4.9.4 T 3: M̧̃  P   z̧̃

N   ̧̃  F 4.13 ́      ́̃ J
  ́ ̧̃,  , S  S M 
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S́, ,  ̧̃           SUS.

Figura 4.13 T  M̧̃   - (E̧̃ P́, 2021)

4.9.5 T 4: A  P  SUS

A   peer   S M  S́    ́
,   ́         F
4.14  ́          ́   M-
́ P́       ́ı  . N  
,    ̂   ̧̃ ́      ́
 S     .

4.9.6 T 5: A   P J

N ́     M́ P́   S  S́
 M́ı ́        ̧   
  ́ı   ”mpbanp1”,    
 M́ P́.
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Figura 4.14 T       SUS - (E̧̃ P́, 2021)

Figura 4.15 T  A (E̧̃ P́, 2021)
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4.9.7 T 6: D G

O Dashboad    F 4.16     -
  ,    ,    ̧̃    ́
  ̃. E         ̧̃
 ̧      ́̃ ́.

Figura 4.16 T  D (E̧̃ P́, 2021)

4.10 RESULTADOS DA IMPLEMENTAÇÃO

A́ ̧̃   spec.yaml     ́, 
 ̧̃  ̧̃     Minifabric,    containers
docker     1 minuto e 40 segundos   host,   
, ́ ́ı          ̧̃ 
̧̃  . D  ̧̃      scripts

54



40 BLOCKCHAIN JUDMED

́    ,   ̧̃      -
́   ̧̃.

D  ́  ,     ́   mywork.
A́   ,  ́     : 
 ̧̃    ,       ̧̃  host
 S  S́  E,   ̧̃   , ̃
 ,   ̧̃  ̧̃. T    ̧̃  ́ 
  ,        ̧̃ 
   esse aspecto pode ser melhorado futuramente reduzindo
as etapas manuais       ̧̃.

N ̧̃    blockchain,   ́  M́ P́,
       ̧̃   ̧̃  
     ́ı  . H     ̂
    ̧̃,     ́  chaincode,  
API    ̧̃ . A   ̂    
  blockchain    ,   ̧̃.

A ̧̃    ́ 5 segundos para serem conrmadas
após o consenso   Raft,        
́      . P    
 ̧̃  ,    ̧̃      
   SUS          ̧̃.

N Dashboard    ̧̃   -
  ,   ,    , -
     ̃   .
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P      ̧̃ ́    
    L U  ̃     20, 
   ́ ́ı  . S̃    :
H F  M, D    E.J. N ̂
 ̃  peers    ̧̃  ̧̃  ,    ̧̃
  ledges      CDB. N   N E.J ̃
  API  ̧̃  JM. C  ́    
 SUS    JM   . N F 4.17 ́  
  ̧̃.
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Figura 4.17 D  I̧̃ (E̧̃ P́, 2021)
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C́ı

5
Neste caṕıtulo são apresentados a prova de conceito do produto com a área farmacêutica do munićıpio

de Salvador, atores envolvidos e resultados da execução em ambiente simulado na Secretaria de Saúde

de Salvador.

PROVA DE CONCEITO

A             ́   
 ̧̃    . F   ̧̃  ̧̃
 ́ ,     ́  ́ı,   ̧̃ 
  ́ ́   ,    ,  
   SUS      ̃  ̧.

N̃    ́  ̧̃     ̧̃
́,   ̂         ́ ,
          S̧̃ 4.1
      blockchain JM      
 ̧̃   ́          
  ́.

A  blockchain          
       T  J̧  E  B.

R  ,     ̂     ́
 ̃   ́ ́  S. D   ̧̃:
́     , ̧̃  ̧̃  ̧̃
 , ́  ̧̃,     ̃   -
  ̧̃  ̧̃    .

N̃    ̧̃   ́ı  . F -
        ̧̃   . C  ̧̃
 ̧̃    ́ ́ı    ́  chaincode -
  API    ̧̃ . A   ̂   
  blockchain  ́  ,    ,  
 . A ̧̃       ,    -
̧̃   . P    SUS,     ,
     ̧̃.
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5.1 REALIZAÇÃO DOS PROCESSOS NA PROVA DE CONCEITO 43
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F     ̧̃       
Paciente do SUS, Secretaria de Saúde  Ministério Público. C  
 ́      ́  ́,  
,           certicado digital  
chaves criptográcas, ,       ,   
.

O      ̂  ́ ̂ ,
 :

• Coordenador de assistência farmacêutica do munićıpio   ̧̃ 
    ,   ̃  ̧,   ́̃
 (Ator Ministério Público);

• Analista de Processo da área farmacêutica do munićıpio   
    ́      
  ́ (Ator Secretaria de Saúde);

• Analista de Sistemas    ̧̃     
    SUS (Ator Paciente do SUS).

1. Primeira rodada: O  P  SUS     -
   M́ P́  ̃  ́     
          ,    -
             S 
Cadastrado no Órgão Judicial. C      
  P  SUS      S  S́. O
 S  S́     ̧̃    ́ 
 , ,        ̧̃,  
      Solicitado na Secretaria de Saúde  
 ̧̃. N ,    ̧̃  : Solici-
tado Almoxarifado; Solicitado Compra; Dispońıvel Retirada 
     S  S́. A́  ̧̃  
S M   P  SUS       
  ,    ́ ́  dispońıvel para
retirada       S M    -
       Entregue ao Paciente. A  
   S M  S́       
,         não seria posśıvel pois o
usuário não pertencia a organização Ministério Público.

2. Segunda rodada: O  P  SUS    S  S́
         ́   
  o pedido já existia na blockchain e por tanto não poderia ser
solicitado novamente.
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3. Terceira rodada:         -
    ́     o número de
processos já atendidos, o número de processos que não foram movimen-
tados e a lista de medicamentos mais solicitados.

4. Quarta rodada:        status atualizado
dos processos movimentados nas rodadas um e dois,   
 . T́   ,        
, demonstrando toda a trilha dos ativos através da tela de
auditoria.

5.2 AVALIAÇÕES E PERCEPÇÕES FINAIS NA PROVA DE CONCEITO

1. N    ̂  ́ı  S,  ̧̃
     ̧̃ ́ ́   ̧  
     ̂;

2. U ̃   ̧̃       
  ̃     ̧,    ̧̃ 
  ́   RENAME (R̧̃ N  M E-
),      ;

3. I̧̃   ́  ́ı     ̃ 
       ́   , 
   ̧̃  ́ı  ̧̃  ́;

4. A         ́ı   
  , ̃      
   ;

5. A ̃ ̧̃       ́   
   ̃;

6. A    ̧̃    V+ C̃  
̧̃   ́    SUS   S/B.

M   ̧̃       ̧̃ ,  -
̃        ̧̃,  ̧,  
            ̧̃  
́ı     . F     ̧̃ 
̧̃ ́ ́   Mı́ P V́     ́̃
́,    ,         ̧̃ 
  ̧̃     ́.

A  ̃          -
             .
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5.2 AVALIAÇÕES E PERCEPÇÕES FINAIS NA PROVA DE CONCEITO 45

Figura 5.1 F  P  C  A N P  C (E̧̃
P́, 2023)

Figura 5.2 F  P  M̧̃  A N P  C (E̧̃
P́, 2023)

60



46 PROVA DE CONCEITO

Figura 5.3 F  P  A  A N P  C (E-
̧̃ P́, 2023)

Figura 5.4 F  P  A  A N P  C (E̧̃
P́, 2023)
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Figura 5.5 F  P  V̧̃   N P  C (E̧̃
P́, 2023)
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6
CONCLUSÃO

A ̧̃  ̧̃   blockchain JM   ́ı  -
̧̃, ̂, ̂, ,    ̧̃ 
      ́ı       ́ 
  ́. O    ̧̃ ́   ́  
́  dashboard     ́ı      ̧̃
 .

A      ̃       -
  ̃ ̂       ,  ́
́     ̂  ́ı  S.

P   ̧̃  ̧̃   ́  ̧̃  Mı́
P V́. ̧̃   ̧̃  ́     -
̧̃ ́           .

A ̧̃   ́  ́   ı́  ̧̃   
  ̧̃    R   ̧̃    
    ̂       ́ -  
  .

A́   ́   ̧̃, ́ı ̧̃  ̃:
  I  C       ́    
   smartphones,   Radio Frequency Identication (RFID)
 QRC,   ̧  ̧̃     -
.  ̧̃  dashboard  ̧̃  JM. A ̧̃  blockchain
   ̃,        
S Ú  S́,   ,     
  ́ı    ̧̃  ́   ́  
̂.
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A.1 QUESTIONÁRIO APLICADO

1. C ́    ̧̃  ́      ?

2. Q      ̃    ̧̃?

3. P  ́ı   ̧̃?

4. Q        ́  ? ́
R? R? A?

5. A́    ̧̃,   ̂     ?

6. Q ̧́    ?

7. V̂        ?

8. J́   ̧̃   S      ̧̃
 ?

A.2 ESTÓRIA GLOBAL DO USUÁRIO

O         ́,  ́ 
           ́  
́  ̂  ́. O   ̃     
̂,          M́ P́  
D P́. O      ́̃   
    C̂  C̧̃  S́,  ̃  
    ́  ́ı  ́     ́     
 ́  ,  ̃      ́  ́ 
 ̂,    ́ ́   ́     
́    ,    ́   ̧̃,    
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A.2 ESTÓRIA GLOBAL DO USUÁRIO 53

     ,  ̃    ́   ́ ̂ 
̧̃. D   ,      ́ı 
   ,  ̧̃  ̃ ́     ́ 
  S    ̧̃    ̧. O   ́
  ̧  ̧̃,      ̃    
   ̧,  ́   ̧̃  ̧̃  ̧   
́    . Q    ,   ́
  A     A̂ F̂  
        ̃, ́     
́. O ́  ̧̃  ̃ ́ ,     
́  ́ . E     ́   ́ı,
  ̃,  ̧̃        ,   
       . H,   A̂ F̂ 
M́ı  S   ̧̃,        
̧̃ ́ ̃   ́ . O M́ P́   D P́
        ́   A̂ F̂
   . O       ̃: O ́
 M́ P́   D P́,  ́  ̧̃  ,
      ́ RENAME     .
P       ̃       ́  ̃ 
  ́-,   ́        
      .
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Tabela A.1 E́  U́ (BATISTA  ., 2020)

E́ D
1 C   ́̃ ,      

 ́   ́          
.

2 C     ́  ́ı   ,  
     ́   ́  ̧̃
 ,    ̧̃ ́     -
.

3 C     ́  ́ı   ,  
     ́   ́  ̧̃
 ,         
́ı   ́ı  ́     
 .

4 C ̃      ́    ́̃ 
        ́   ́ 
     .

5 C   ́̃ ,       
́   ́    . A     
 ́   ́  ̧̃  .

6 C ,       ́  
́   ́  ́ı   .
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Figura A.1 C  D (E̧̃ P́, 2021)
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A.4 PACOTE DE ATIVIDADES

Figura A.2 P  A (E̧̃ P́, 2021)
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P      F  ,    L U 16.4, ́
́   download  ́    :

• [ mkdir -p /mywork cd /mywork curl -o minifab -sL https://tinyurl.com/yxa2q6yr
chmod +x minifab ].

A́  download ́ ́    spec.yaml   F B.1
 ́  ́     ̧̃  peers, ́ , 
,   .

E     ̧̃   spec.yaml    :

• [ minifab up ]

E    download     ̃  ̂.
E ,   ́     contêineres   ̧̃ ́ 
     ledger    G. T    ̃
   ”mywork”. C       ́
  ̧̃, ̧̃,   ledgers ́ ́ı   ̂ 
  H E   :

• [ minifab explorerup ]

A     M:

1.  : T          peers ̃ ,  
F B.2;

2.  : D      ̂ ;

3.  : A́         , -
  ̧̃   ”mywork”.
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Figura B.1 . M (E̧̃ P́, 2022)
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Figura B.2 R   M S (E̧̃ P́, 2022)
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C
SMART CONTRACT

C.1 INICIALIZA O LEDGER

1
2  I  L  (  ) 
3
4   = new D ( ) ;
5
6 const       = [
7 
8 ID :    N001  ,
9 NR :  I    ,
10 NCM :  I    ,
11 I       : MPBA  ,
12 S  :  I    ,
13 TO :  I             JM  ,
14 O :  I         A    ,
15 D :  .  S     ( ) ,
16  ,
17
18 ] ;
19
20 for ( const              ) 
21      . T =        ;
22   .  . S (      . ID , B    .  (JSON.          (      ) ) ) ;
23     .     (  A $      . ID             ) ;
24 
25 

C.2 CRIA O ATIVO

1  C    A   P       J      (  ,  ,
2 R , CM ,        ,   ,  ) 
3
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4   = new D ( ) ;
5 const       =  this . A    E     (  ,  ) ;
6
7 i f (       ) 
8 throw new E ( O        
9 $                    .  ) ;
10 return ;
11 
12
13 const   =  .       I        ;
14    MSPID ORIGEM =   . MSPID ( ) ;
15
16 i f ( MSPID ORIGEM !=  −−−  ) 
17 throw new E (  U   
18    $MSPID ORIGEM       
19 do M          P    
20                 .  ) ;
21 return ;
22 
23
24 else 
25 const      = 
26 ID :  ,
27 NR : R ,
28 NCM : CM ,
29 I       :        ,
30 S  :   ,
31 TO : C  ,
32 O :  ,
33 D :  .  S     ( ) ,
34  ;
35  .  . S (  , B    .  (JSON.          (      ) ) ) ;
36 return JSON.          (      ) ;
37 
38 

C.3 VERIFICA SE O ATIVO EXISTE PELO ID

1  A    E     (  ,  ) 
2 const JSON =   .  .  S    (  ) ;
3 return JSON && JSON .   > 0 ;
4 

C.4 PESQUISA O ATIVO PELO NÚMERO DO PROCESSO

1  PPJ  PN (  ,  ) 
2 const JSON =   .  .  S    (  ) ;
3 i f ( ! JSON   JSON .   === 0) 
4     .   ( O                  +  +          .  ) ;
5 return ;
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6 
7 return JSON .  S     ( ) ;
8 

C.5 MOVIMENTA O ATIVO

1  MP (  ,  ,
2 R , CM ,
3        ,   ,  ) 
4
5   = new D ( ) ;
6 const       =  this . A    E     (  ,  ) ;
7
8 i f ( !       ) 
9 throw new E ( O         $           .  ) ;
10 return ;
11 
12 else
13 
14 const A = 
15 ID :  ,
16 NR : R ,
17 NCM : CM ,
18 I       :        ,
19 S  :   ,
20 TO : M  ,
21 O :  ,
22 D :  .  S     ( )
23  ;
24
25  .  . S (  , B    .  (JSON.          ( A ) ) ) ;
26
27 return JSON.          ( A ) ;
28
29 
30 

C.6 AUDITA O ATIVO

1  A    P      J      (  ,  ) 
2     .     (                    :  +  ) ;
3            =   .  . H  FK (  ) ;
4          = [ ] ;
5       =          .  ( ) ;
6
7 while ( !    .  ) 
8 i f (    .  ) 
9     .     (  H        −−−−>: $    .  .  .  S     (    8  )   ) ;
10 const  = JSON.  (    .  .  .  S     (    8  ) ) ;
11       .  (  ) ;
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12 
13    =          .  ( ) ;
14 
15          .      ( ) ;
16 return       ;
17
18 
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D
ENDPOINTS

Tabela D.1 E

V URL D
GET //BTP B    -

.
GET //PPPN/:processo B    ́

 .
GET //AP/: A  ̧̃ 

.
POST //CPJ/ C  .
POST //MP/ M  .
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E
OUTROS RESULTADOS E ATIVIDADES

Tabela E.1 O   

T N L D
A̧̃ B  C C B 11/11/2022
P̧̃  A B  C J —— 01/11/2023
R  S JM —— 05/05/2023
A̧̃ CSBC - C́  B  WD J̃ P 11/08/2023
P̧̃ CT B U F —— ——–
T T  B SMS 06/06/2022

1. CSBC - C  S B  C̧̃

2. WD - W D

3. CT - C̂ T́

4. SMS - S M  S́  S
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