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RESUMO

O ̧    ̧̃  ̧̃    ́ı,
́ı     ̧̃. E    ̧̃ 
  ́-,   ̧. A      -
   ,    ,    
        ́     . O
́     I     ̧̃ -
     ,  ́    . N
,      , , ́  .
C ̂,  ̧̃ ̃ ́ı    ̧ 
, ̧̃, ̧̃  ̧̃  ̧̃. D  ,  
  ́  ,    ́ ́  . A,
         
 ̧̃. N ,     ́ ,    -
  ,           
            .
E           
  ̧̃        -
.

Palavras-chave: B; ̂    ; ; -
 .
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ABSTRACT

A         , -
     . T    -
    , ,  . T     
    ,        
         . T    I -
           ,
    . H,      , -
, ,  . C,      , 
 , ,    . L,    
  ,       . N,   -
           .
N,           ,   -
, ,          
     . T       - 
           .

Keywords: B;   ; ;  .







CONTENTS

Chapter 1—Introduction 1

Chapter 2—Theoretical Background 5

2.1 B . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.1.1 B P . . . . . . . . . . . . . . . . . . . . . . . . 6

2.2 F   . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.2.1 C . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.2.1.1 C H . . . . . . . . . . . . . . . . . . . 8

2.2.1.2 D S . . . . . . . . . . . . . . . . . . . . . 8

2.2.2 C . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.2.3 D L . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.2.3.1 T . . . . . . . . . . . . . . . . . . . . . . . . 10

2.2.3.2 B . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.3 P B V P B . . . . . . . . . . . . . 12

2.3.1 P  . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2.3.1.1 C  P B . . . . . . . . . . . . . 14

2.3.1.2 T       . . . . . . . . . . 15

2.3.2 P B . . . . . . . . . . . . . . . . . . . . . . . 16

2.3.2.1 C    . . . . . . . . . . 17

2.3.2.2 T       . . . . . . 17

2.4 S C . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.4.1 S C S . . . . . . . . . . . . . . . . . . . . . . 18

2.5 S C M   . . . . . . . . . . . . . . . . . 19

2.5.1 T . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.5.2 E . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.5.3 S   . . . . . . . . . . . . . . . . . . . . . . . . . 22

2.6 H F . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

Chapter 3—Related Work 25

3.1 T S . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

3.2 B- S . . . . . . . . . . . . . . . . . . . . . . . . . . 26

3.3 C     . . . . . . . . . . . . . . . . . . . . 26





 CONTENTS

Chapter 4—Proposed Solution 29

4.1 A A . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
4.1.1 WA - FE . . . . . . . . . . . . . . . . . . . . . . . . . 31

4.1.1.1 U I . . . . . . . . . . . . . . . . . . . . . . 31
4.1.1.2 B I . . . . . . . . . . . . . . . . . . . . 32

4.1.2 WA - BE . . . . . . . . . . . . . . . . . . . . . . . . . . 32
4.1.2.1 API G . . . . . . . . . . . . . . . . . . . . . . . . 33
4.1.2.2 S L . . . . . . . . . . . . . . . . . . . . . . . . 34
4.1.2.3 R L . . . . . . . . . . . . . . . . . . . . . . 34

4.1.3 B . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
4.1.3.1 S  . . . . . . . . . . . . . . . . . . . . . . . 34
4.1.3.2 C . . . . . . . . . . . . . . . . . . . . . . . . . . 35
4.1.3.3 L . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

4.1.4 D S . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
4.1.4.1 F . . . . . . . . . . . . . . . . . . . . . . . . . . 36
4.1.4.2 D . . . . . . . . . . . . . . . . . . . . . . . . . . 36
4.1.4.3 B . . . . . . . . . . . . . . . . . . . . . . . . . 36

4.2 A A A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
4.2.1 S . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
4.2.2 D I . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
4.2.3 V . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

4.3 I D . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
4.4 P  C . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
4.5 U E . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

Chapter 5—Conclusion and Future work 47

Appendix A—Project Management 55

A.1 A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
A.1.1 F  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
A.1.2 B  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
A.1.3 H B . . . . . . . . . . . . . . . . . . . . . . . 56

A.2 U  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
A.3 N-  . . . . . . . . . . . . . . . . . . . . . . . . . 58

Appendix B—Smart Contract and backend endpoints 59

B.1 T    . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
B.2 A,  , ,    . . . . . . . . . . . . . . . . 60
B.3 M  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
B.4 C A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
B.5 M   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62
B.6 T   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63



CONTENTS 

B.7 A M . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
B.8 B E . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

Appendix C—Data Structure 69





LIST OF FIGURES

2.1 S   /  (CHEGG, 2017). . . . . . . . 9
2.2 S   . (ZHENG  ., 2016) . . . . . . . . . . . . . . . . . 11
2.3 B  (MICHAEL; COHN; BUTCHER, 2018) . . . . 12
2.4 H F   (MANEVICH; BARGER; TOCK, 2018). 23

4.1 A   S C M - B P-
 (SCM-BP) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

4.2 API G. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
4.3 SCM U  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
4.4 F   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
4.5 A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
4.6 D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
4.7 R    . . . . . . . . . . . . . . . . . . . . 42
4.8 A I . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
4.9 A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
4.10 S . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
4.11 C   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44
4.12 M   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
4.13 T    . . . . . . . . . . . . . . . . . . . . . . . . . . 46
4.14 T    . . . . . . . . . . . . . . . . . . . . . . . . . 46

C.1 SCM-BP   . . . . . . . . . . . . . . . . . . . . . . . . . . . 69







LIST OF TABLES

2.1 P V. P  (101BLOCKCHAINS, 2020): . . . . 13

3.1 R W    ,   . . . . 28

A.1 SCM-BP U S . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
A.2 N-   SCM-BP . . . . . . . . . . . . . . . . . . 58







LIST OF ACRONYMS

SCM S C M . . . . . . . . . . . . . . . . . . . . . . . . 1

P2P -- . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

SK   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

PK   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

BG B  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

BTC B . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

ETH E . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

XRP R . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

PoW P-- . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

BFT B   . . . . . . . . . . . . . . . . . . . . . . . . . . 16

SC S  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

KYC K-Y-C . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

AML A-M L . . . . . . . . . . . . . . . . . . . . . . . . . . 22

IoT I  T . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

RFID R   . . . . . . . . . . . . . . . . . . . . . . . 25

SaaS S---S . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

SPA S-  . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

SSO S S- . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

API A   . . . . . . . . . . . . . . . . . . . . 36

SQL S Q L . . . . . . . . . . . . . . . . . . . . . . . . 36

DBMS D M S . . . . . . . . . . . . . . . . . . . . . . . . . 39

SCM-BP S C M - B P . . . . . . . . . . . . 57







Chapter

1
INTRODUCTION

H   ,     . M  
         ,  
  . T      , ,
   . H       
        . M   , 
     ,        
 , , ,        . T 
     . T        
         .

M            ,
      . H,    
       . T  
         . P  
  ,       ,    
  . I  ,        ...
 ,          .

T          ,
                
 (BUURMAN, 2002).

M            -
        , , ,
 ,   . T        -
              
  , ,  ,    (FORRESTER,
1958).

T  S C M (SCM)       
  (COOPER; LAMBERT; PAGH, 1997). F ,   1995 A
C   C  L M, 13.5%     -
     . A  1997 ,    ,
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         22.4%. M,    -
        (LONDE, 1997). SCM
                -
, , ,  ,     
  SCM  SCM-  (ROSS, 1997).

L L  M             -
 . U,         
        -    —   -
 ,  , ,  ,  
        (LONDE; MASTERS, 1994). B  
, L, S,  E          
     .

A            ,
    ,       
             
(CHRISTOPHER, 2017). I  ,       , 
 (.., )   (.., ),    .

A , (MENTZER  ., 2001)          
  (  )       -
   , , ,        .

T  ,             -
       ()       
. T     ,       -
  . F ,        
      ,     -
. D       ,   
   . S,        
   ,        -.
F,               
     (LITKE; ANAGNOSTOPOULOS; VARVARIGOU,
2019).

T          
             
     . S     
        ,    . N 
  ,    ,  ,  ,  
     . T      .
D       . T   
     ,      ,
 ,    ,   (SAUER; SEURING, 2018).

A       (  -),  
      ,      , 
 ,  ,  . R    
             .
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A ,         ,  ,  
 ,  ,  ,     
. A            
   . T     . F, -
               
   (LITKE; ANAGNOSTOPOULOS; VARVARIGOU, 2019).

T          
       . H,     
 , ,     ,  ,   
   (HORIUCHI, 2015).

B    ,         
, , ,  ,     
 , , ,      ,    .
T         (B., 2015).

G  J (1998)          
        , ,   
           . F  
,            , 
       -       
        . T   
 (HORIUCHI, 2015): I     ,  
          ,  
,         ,   
    ,           
     .

C           -
 . T          
             -
   . I   ,      .
A            
(.., , ,  )    . S-
     , -  
       . V   
    . S      -
  . R          (LU; XU,
2017).

S  ,  ,         
 . M           
- . T  --       
 ,  ,  ,    ,   -
         (ABEYRATNE; MONFARED,
2016).

F  . (FOLINAS; MANIKAS; MANOS, 2006)     
               



4 INTRODUCTION

            
  .

A  C (2014)  G  . (2004)     ,
: (1)    , (2)     -
,  (3)    - . A  
          .

T         
 . T           
. C,      ,   , -
, ,   . L,     
  (TIAN, 2017).

N,           
  . B  -- ,   -
            
        . T  
           -
     (GALVEZ; MEJUTO; SIMAL-GANDARA, 2018).

B          -
  . T          
       . E      
      . B     
     -. T         ,
        . T,    
            (GREVE  ., 2018).

C              
 . T         , 
         . A,  
           . T 
         --    
 . T         
        . U , 
               ,
           
.

T   S C M - B P (SCM-BP), 
             
  . I         .

T     : C 2   
    ,      C 
        ,     
   . C 3   . C 4 
 ,  ,     ,   
  . T        .
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In this section, the main concepts studied are presented, which provided subsidies for the proposed project’s

development.

THEORETICAL BACKGROUND

2.1 BLOCKCHAIN

R,          
 . B,     ,   , 
     $10   2016 (COINDESK, 2016). B  
   B      2008    2009
(NAKAMOTO  ., 2008). T       ,  
        . T   
       (ZHENG  ., 2016).

A        B ,   S N
(NAKAMOTO  ., 2008). T    -- (P2P)  
    ,   ,   
,   ,        ,
                 ,
   . A  FORMIGONI (2017),      
      P2P        -
     ,      , 
    . I  ,      
, , ,         -
. H  :        B?
B          B    
.

W            
      ,       
     . I ,      
,            -
    . T   , (NAKAMOTO  .,
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2008)       B    
  ,           
     .

T          I. B 
              
   . H,         
       . T - , 
        . I    
, B       I    
 ,     . I       --
       (SWAN, 2015).

F (SWAN, 2015),    ( B 1.0),   (2.0)
             
  , PC, I,  /  . B  -
     ,         
 .

T           -
         . I
  ,         -
              
    (MICHAEL; COHN; BUTCHER, 2018).

B   -   ,  
      , , , 
. T         . T
   , , ,   . S  
       -  (MICHAEL;
COHN; BUTCHER, 2018).

2.1.1 Blockchain Properties

B       , , , 
. B          
       ,   (
  ),    . W  -
,        . A  ,  
      (ZHENG  ., 2016). T  -
            
(GREVE  ., 2018):

• D: A       , 
      ,      
 . T          
;

• A  : A       
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        ;

• T  : A       
     . F,     ,
;

• I  I: T      .
O ,    . U      -
          ;

• P  A: I          
        . I ,  
  ,          
. T   ,       -
   ;

• D: B      
  . T,        
(  ),        
    ;

• C  I: O   -     
  . O-          
 .
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I  ,            
     , , , , -
, .

2.2.1 Cryptography

B           -
. A   ,       .
E           
   . T   ,      
        . S,  -
  ,        
  (NARAYANAN  ., 2016).

C            -
       . I  , -
       ,      
 . F  ,        (NARAYANAN 
., 2016).
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2.2.1.1 Cryptographic Hashes A       
      (NARAYANAN  ., 2016):

• I        ;

• P    ;

• I   . I,          
           . T,
  -     O(n) .

T      . C   (
 )         
x    h. F       ,    
  : (1)  , (2) ,  (3)  
(GREVE  ., 2018).

A          . A  
H  -         x  y,   x 6= y
 H(x) = H(y) (NARAYANAN  ., 2016).

T          y = H(x),  
      x  (GREVE  ., 2018).

A   H           
n  y  k        -,    
  x   H(k‖x) = y      2n (NARAYANAN  .,
2016).

2.2.1.2 Digital Signatures A          
   . T    ,  
       . F,      
,        . S,       
    ,          
  (MERKLE, 1989). M,         
          . T ,    .

T   ,     . A   (SK)
     ,     (PK)      
 (GREVE  ., 2018).

A         (NARAYANAN  .,
2016):

• (sk, pk) := generateKeys(keysize) – T generateKeys()    
 (keysize)          (pk)   (sk) .

• sig := sign(sk,msg) – T  sign()    msg    
(sk)       sig     sk.
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• isV alid := verify(pk,msg, sig) – T  verify     (pk), 
 msg,    (sig)  ,     : isV alid =
true  sig      msg  pk; isV alid = false, .

T      :

• A: S   :
verify(pk,message, sign(sk,message)) == true.

• S   :    .

I    generateKeys()  sign()    . G
            
. O   , verify()    .

Figure 2.1 Signatures validated by public/private key (CHEGG, 2017).

2.2.2 Consensus

T              
. I         (   ,
 ),      . T      
       . H   
          (KOSTAREV, 2017).

I  ,          
        ,   
     ()   (GREVE  ., 2018). M
,     ,       
       .

I  ,         
   B  (BG) (LAMPORT; SHOSTAK; PEASE, 1982). I 
BG ,           B  
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 . T            . G
         . H,     
 . T        . T  
  .

R        . T     
     ,        
        . N       .
T,             -
 (KOSTAREV, 2017). T    ,    
,     P--W, P--S, D P--S,
L P-O-S, P  E T, P B F T, S-
 B F T, D B F T, D A
G, P--A, P--I, P--C, P--B 
P--W (MINGXIAO  ., 2017).

A     , ,  . C
      . N  
     -  (ZHENG  ., 2016).

2.2.3 Distributed Ledger

A             .
E        . E    
   (GREVE  ., 2018).

T           -
     . U      
    . T          
   ,      . O 
  ,     ,      
     (SWAN, 2015). T,     
 .

2.2.3.1 Transactions T         
         . A 
     . I       , 
,   . I   ,       
              
. E     I  O,    
 . E         
 (GREVE  ., 2018). V  T :

1.  ;

2.          ;

3.           .
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I  ,             -
        . E     
  ,       
   (GREVE  ., 2018).

2.2.3.2 Blocks B          
   . A         , 
  F 2.2.

Figure 2.2 Structure of a block. (ZHENG et al., 2016)

I ,    :

• B :         ;

• P  : A 256-        ;

• M   : T        ;

• T: C       1970-01-01T00:00 UTC;

• B:       ;

• N: A 4- ,    0     .

T         . T 
               
. B        -
 . A          
  (ZHENG  ., 2016).

T        ()     - () 
   (  ), ()        , ()
        , ()    (  
)     -       -
   ,      . T   
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       ,     
    (GREVE  ., 2018).

F 2.3        (TIAN, 2017). W 
 A        B,     
 . T             
  . O ,       ,   
    . T  ,   A  B.

Figure 2.3 Blockchain representation (MICHAEL; COHN; BUTCHER, 2018)

2.3 PUBLIC BLOCKCHAIN VERSUS PERMISSIONED BLOCKCHAIN

B       :  ( )
   (   )  (  
 ) (GREVE  ., 2018).

S     ,      .
 . I   ,       -
    . P     
             
 (101BLOCKCHAINS, 2020). T 2.1     
  .
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Table 2.1 Public Vs. Permissioned blockchain (101BLOCKCHAINS, 2020):

Public blockchain Permissioned blockchain

A A S O
A D P 
T S S F
C P P
T C H L
D H R  W   -


R  W    -
 

I F P
E L H

T            
  . I        , 
   . A       . T
       B (BTC)  E (ETH).
A     ,       (SELFKEY, 2020).

C,   (    )  
       . P    
    ,          
. A  ,         
   . T       
R (XRP)  H (BLOCKGEEKS, 2018).

A,      ,   
 . F ,      B    -
 . I      . W  
,       . T    -
        -- ,   
      (101BLOCKCHAINS, 2020).

2.3.1 Public blockchain

O     ,       
. T        . P  -
        P-- (PW)  
  (ANDROULAKI  ., 2018). A     ,
          . F    
 ,            -
. A      - ,    
       (COMSTOR, 2017).

I   ,      . P   
           . E 
    ,       (101BLOCKCHAINS,
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2020).
A  P2P  -  ,    ,  

 , ,  . B      
  ,        . A   
:  B, E,     (BASHIR, 2018;
ANTONOPOULOS, 2017).

I       ,      
 . H,          
     (101BLOCKCHAINS, 2020).

T       :

• O :      . T    
         ;

• A :   . U       
  . E   ,       
 ;

• N :          
  . S,             
. H,           -
 ;

• T :     . T 
        . A   
   ,       . B,    
,      . T,    
      . W     ,  
  ,  ;

• F :         
     . I        
 . S,         . A,
         ;

• I:       . O   
  ,          . S,     
        .

2.3.1.1 Consensus for Public Blockchain D     
,     -  . I
 ,        ,  -
 ,       -  
           ) (GREVE
 ., 2018).
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C         . T -
     B       
 . C,            -
   S  (DOUCEUR, 2002) ( , 
    ).

I   ,           
        . M    
           ,   
          ,    , 
  . B-        
      . O      
 ,          .

2.3.1.2 The pros and cons of public blockchain O    
            . E  ,
,    . E         
   . T      (BLOCKGEEKS, 2018).

T     . T     
  ,     . A      ,
       . I      
       (SELFKEY, 2020).

T          . A 
         . T   -
     ,     (COMSTOR,
2017).

O         . P  
B   ,        .
C   V,    24,000   ,    
  . P            
 . A,            
     (BLOCKGEEKS, 2018).

P     . W     ,
      . T    
 ,          . H, 
      . A   B L N
(SELFKEY, 2020).

L,             .
B    P--W,       
. T  ,     P--S    
(SELFKEY, 2020).



16 THEORETICAL BACKGROUND

2.3.2 Permissioned Blockchain

P, ,   ,    ,   
       . A   
              
  ,     , ,  . R  
,          B
  (BFT) (ANDROULAKI  ., 2018).

F     . I    n  
      . P  , ,
 . T          
   -        .
E     H F (CACHIN  ., 2016) 
   (CACHIN; VUKOLIĆ, 2017).

A   ,         
 . W  ,        
    . T,    ,     
. S,   ,     (101BLOCKCHAINS,
2020).

T      :

• H :     ,     
     (  )     . A  ,
         ,     
     . T,    . O  
,            . I
 ,       . S,      
        ;

• F : P       . E
      . M,     
  . I      ,     
   ;

• E :        -
       . I ,    
     . F,     
     . T          
;

• S:     . B,   
,           . H,
             
 . W      ,  
   . M ,   ,    ;
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• L :    ,     . U
  ,         
  . S,        ,  
     ;

• S :  ,     . M 
        . P
       ;

• N  :       -
      . W       
     ;

• R:           -
,      ,       
.

2.3.2.1 Consensus for permissioned blockchain S     
 n       ,  B  -
 (BFT)    B      
 (ANDROULAKI  ., 2018).

I ,          ,    
       . I, , 
     ,    - ,   
   (GREVE  ., 2018).

I  BFT ,       :

• N :      ,    
    ;

• P S:  (-)   ,   , 
-    (ABRAHAM; MALKHI  ., 2017).

2.3.2.2 The pros and cons of permissioned blockchain A  
    . P     -
,            . A  , 
   . P      -
  . C   B       
 (IORIO, 17).

P      . S     
     ,      .
T -         (SELFKEY, 2020).

H,           
. B        
        (BLOCKGEEKS, 2018).
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T            . T
            
. T           .
T         (BLOCKGEEKS, 2018).

S      . W  ,  
         . U,  
             (ABRAHAM;
MALKHI  ., 2017).

2.4 SMART CONTRACTS

A             
 (SZABO, 1997). I       ,    
    .

N S     S  (SC)   90 (GREVE 
., 2018). I :         
  . T         (
  , , ,   ),   
 ,      . R  -
    ,    ,   
. (SZABO, 1997).

S        :   -
. D           
. R,         E
 (WOOD, 2018). R   ,   -
   E (WOOD, 2018)  H (KOSBAA  ., 2016)  -
 (ZHENG  ., 2016). E      .
E       . S   -
  . O   ,        
. W      ,    
     ,       
 (ZHENG  ., 2016).

I  ,      ,    -
     (GREVE  ., 2018). T    
   . T       , 
              
(CHRISTIDIS; DEVETSIKIOTIS, 2016).

2.4.1 Smart Contracts Security

A   ,         ,
    ,  , ,   .
U,            ,
     . T     
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            
       . T ,  
           . T
            
. H,         
    ,         
    (HUANG  ., 2019).

S      - T C   . H,
        ,       50 -
 ,  E          (BASHIR,
2018). P      ,       
.

S       :

• S  ;

• R ;

• T R.

R     ,       
 . A ,   ,       ,  
         . I  ,   
     . I   ,   
-        . T   
     ,        .
A  ,         ,      
           (GREVE  ., 2018).

2.5 SUPPLY CHAIN MANAGEMENT AND BLOCKCHAIN

I           ,  I-
   ,   RFID    - 
 ,   . H,       
            .
A   ,        ,   
       (TIAN, 2017).

S  A, B,  C      : , ,
 . T   ,    ,    
   . S,  -     
  , ,      . T 
           
,  ,   , ,  .

B        
B          -
,  . I,        
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-, , ,       
,           
  (CARO  ., 2018).

B  -- ,     
              
   . T          
     :      
   (GALVEZ; MEJUTO; SIMAL-GANDARA, 2018).

I        ,     
              
   (TIAN, 2017). M (ABEYRATNE; MONFARED, 2016) 
           .
T           
       , ,   -
. M,           
      .

M      ,  , , -
, , , ,  . E    
,              
       . E       -
             .
U        ,     
, , ,     (TIAN, 2017).

S           ,
        . A , 
          . T    
        ,        
       . T    
         , ,    
          (CARO  ., 2018).

A            
. O   ,      . E
           
   (GALVEZ; MEJUTO; SIMAL-GANDARA, 2018).

A           
  . T,         
. I          
    (LU; XU, 2017). A  ,  , 
 . O ,      . U  
     . T,    
     .

T            
 . T            
   ,           
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. T,          . A 
       ,        . H,
            ,  
       . I ,    
         (LU; XU, 2017).

A          (VALENTA;
SANDNER, 2017). T             
   . T        
 ,            (GALVEZ;
MEJUTO; SIMAL-GANDARA, 2018).

O   ,          
  . O           
  (  / , , , , )
             
   (LU; XU, 2017).

I         ,     
   . B     (IANSITI; LAKHANI,
2017)         (LIAO; CHANG; CHANG, 2011),
             (RIEL; FOMBRUN,
2007),      (PIZZUTI; MIRABELLI, 2015)  
  (SVENSSON, 2009).

C         -
       . I ,   
            (MEJIA 
., 2010)         (DABBENE; GAY, 2011).

2.5.1 Transparency

T          ,   
     ,         
  . T          ,
,         . T   -
              
. A   ,        -
       . T       
, , ,        (MAR-
TIN; LEURENT, 2017).

2.5.2 Eciency

B           
      . S      
           
 (RASKIN, 2017).

S,       - 
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              -
  . A     ,    
          , , , .
B               
  . S            
  -        
(GALVEZ; MEJUTO; SIMAL-GANDARA, 2018).

2.5.3 Safety and protection

B             
 (NYSTRÖM, 1999). T         
  ( ,          ). T
              .
I,            
        . T    
 ,         ,   
 (GALVEZ; MEJUTO; SIMAL-GANDARA, 2018).
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A            , -
        ,  , 
          . H-
,         
    ()  . I ,    ,
        ,       
  K-Y-C (KYC)  A-M L (AML)
    (POLGE; ROBERT; L T, 2020).

F  ,        :

• P   /;

• N    ;

• H   ;

• L    ;

• P         .

T         -   
SCM       T A.2. W    
      , H F    
    .
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T H         -, -
   ,  . I     -
      -     
,        (CACHIN  .,
2016).

H F         -
,     ,     
     (CACHIN  ., 2016). H
F      -     
     . T   -
    . M     
    . T     ID 
 . A,  A C L    
 (BLOCKGEEKS, 2018).

Figure 2.4 Hyperledger Fabric transaction ow (MANEVICH; BARGER; TOCK, 2018).

T       H F:     .
P           
           
  . T          
    (BUTERIN, 2016).

F L   :        -
        S D    
 . I   ,     . I    
             . F
  ,  F         
    SQL-  (BLOCKGEEKS, 2016).

F 2.4   H F  . T   
        . T  
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      ,      
  . P      ,   ,
    ,       .

T               
 . T            
,      . T     
             
       . I  ,    
         ,      
. A            
   ,      (BLOCKGEEKS, 2016).

F             
       . P    -
            
  . A         
      . T    
     ,       
  (BRABBANI, 2017).
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This section presents some conventional and Blockchain-based SCM systems, their main characteristics,

and how this work presents a dierent approach.

RELATED WORK

T    I         -
   . I       S C -
,  I  T (IT) ,   R  -
 (RFID)    - ,   . H-
,            
        (TIAN, 2017).

B        . N,
          ,     -
              .
T  ,     ,  .

3.1 TRADITIONAL SYSTEMS

M D 365     SCM ,      
   M    . D   -
 ,       . M   
       -  ,     
       (BELLU, 2018).

P S           S--
-S (SS) ERP . T    - SCM    
 -  -       .
U, ,       , P  -
          (PLEX, 2020).

O NS   -    ERP     
  -    SCM  ERP  (ROLLING, 2016).
A ERP  ,          SCM
    (ROLLING, 2016).
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SAP S C M  AI   I  T  
       , ,      .
T   -        (SNAPP,
2010).

T    ERP     , -
   . T        
   . A   ,     
  ,          . A, 
 ,      , , ,
, ,      . T   
     .

3.2 BLOCKCHAIN-BASED SYSTEMS

T      B     . O  
             
           (LU; XU,
2017). I ,  B       . A B  
        ,      
       (RIEL; FOMBRUN, 2007),   
  (PIZZUTI; MIRABELLI, 2015),     (SVENSSON,
2009). I ,         -
        .

I (TIAN, 2017),        HACCP (   -
), B,  IT       . E 
 ,           B  
        . E       -
             .
T          .

T E D    B-   
    ,      
    (CROSBY  ., 2016).

IBM F T          -
. T             B
. T     C     A (KA-
MATH, 2018).

3.3 COMPARISON WITH THE PRESENTED WORK

T           . S, 
         B   . A
B         (VALENTA; SAND-
NER, 2017). I ,          B   
    .
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C   ,          
-      :

• M  ;

• M  ;

• P ;

• E    ;

• R    ;

• C ;

• D   .

I   - :

• N     ;

• O     ;

O       B-     -
        .
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Table 3.1 Related Works and their main characteristics, strategies and results.

Related work Blockchain Solution Main Deciency

M D 365 N S SCM


C .
N   
 .

P S N SS ERP  C .
N   
 .
H . P
S.

O NS N - -
  
ERP 

C .
H . P
S.

SAP SCM N AI   I-
  T

H . P S-
.

T Y O -
  -
 HACCP,
B, 
IT

T .
F  .

E D Y B-


P . N
   .
H .

IBM F T Y B-


P . N
   .
H .

SCM-BP Y B-


R   
  
    -
.
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PROPOSED SOLUTION

S C M - B P (SCM-BP)    
               
         .

A SCM      :  (  ), 
(    ),   (     
). O               
. T      :     . D
        :   , ,  
     . E     ,
,        .

I   , ,     JSON     
  B ,         
 . T           
.

4.1 APPLICATION ARCHITECTURE

T             S C M-
 (SCM). SCM-BP        : WA
- , WA - , B ,  D S. F 4.1 
     . T WA -    -
         . WA -   
        REST     ,
     . T D S    
           . T H
P S   B         
  . F C.1     .

T A.1              -
    . T    - 
         A.2.
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Figure 4.1 Application architecture of SCM-BP
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4.1.1 WebApp - FrondEnd

WA - FE   -      (
    - )     . T   S-
 (SPA),           
           . T  
       ,   
     .

T     A,  JS     .
I   TS- -       A
T  G        . U    
  -   , A     
      . H,       
     ,     A   
    , ,     API.

T W - FE      ,     -
   : U I M  B I S.

4.1.1.1 User Interaction T U I     -
           . T  
        :

• L ;

• A  ;

• U   ( - CRUD);

• D   ();

• D  ;

• R .

T L M        
 (..   ,   ). T A C
      /     
   (). T         
     JSON    . T U  
     /  A  S, 
  . T D E        
     ,          . T
D V          
      . I  R ,   
/    , ,   ,    ,
, , ,   . R     , ,
,          .
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4.1.1.2 Backend Integration B       -
 :

• A ;

• A  ;

• U   ();

• D   ();

• D  ;

• R .

T A S         
           -
 . A  ,       
       S S- (SSO) . F
,           , 
    ( )  . G    
            .

A           ,
   ,     -      
        .

T U  S           
   . O        (
A  A). T D      UI    
       . T D    -
    : A, ,  ,      
 . T R    (D/PDF/XSL, ...)  
       : A, ,  .

4.1.2 WebApp - BackEnd

WA - BE   M     . T M (-
)  - ,       ()
  :  ,  ,   ,  . I 
    (  ,  WA - FE)     
         HTTP  REST   
              .
T          - 
   .

WA - BE      N.,   
    J  , ,   
 V8  . N.   ,       
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 . D -- -     
  ,  JS     .

T WA - BE     API G, S L,  R
L,   .

4.1.2.1 API Gateway API G        ,
, , ,   REST API       
  ,  ,      ,   .
T API G           -
   . I         API
,   ,    ,   
 API .

Figure 4.2 API Gateway.

B,            , 
  . I     :

• F      ;

• A      API   ;

• R: API  R L  ;

• S     .

G        . T,   
               
    . I  ,      
  . T G   S F: I  API ,   
       ,    API G  
            API,   
  - CIA (C, I, A)  .
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4.1.2.2 Service Layer A S L       
         . I 
   ,      
    .

E           
   :  ,  ,  ,  .
D   ,        
           . T -
   ,       
    . E        
   . T  :

1. C      ;

2. H ()    ;

3. A     .

T      ,       -
    . O      
     . T      
-   ,      
 . O        , 
     .

4.1.2.3 Resource Locator R       -
 . T            
  /  D S M. I     
B, F,  D,       
 /   .

4.1.3 Blockchain

SCM-BP            ,
    ,  ,   . I SCM-
BP,  B      , ,  . F 
  ,           
H F  . W       
        ,      
        . B     S 2.3
    -    C A.3,  
    H F   .

4.1.3.1 Smart contract B      ,  
        , , ,  ,
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 . T,           
    .

A           .
A            
.

4.1.3.2 Chaincode H F        
 . I ,        
           . I   
          . T   
  ,        
 .

4.1.3.3 Ledger A   ,     
     . A      
   :  ,        
              ,    
       .

T    , -       
. S        () 
  . E        -  -
     , ,  . T    
()    ,    ,       
    . T     . E  
             .

S   , ,          
    .

• A get           
   .

• A put             
  .

• A delete           
       .

S    API   . C,   , 
 , ,         , 
       .

4.1.4 Data Storage

D               
    . D          
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. I       ,      
  ,      ,    
    .

SCM-BP      : B, C , 
 ,        . B
           ,   .
T,             
     .

4.1.4.1 Filesystem A          
    . U  , , ,     
        .

C -           
      . C         
 ,          .

F        ,     
()     ,       ,   
             -
.

4.1.4.2 Database A          
            
  . T    A   (API)
      S Q L (SQL). SQL  
            
  .

4.1.4.3 Blockchain S      L    
 (  ),           -
     . C 4.1.2.3       
       .

4.2 ACTIONS AND ACTORS

A      . T        
        . M,       
,             
  .

4.2.1 Setup

S         . T      
   ,        . U   
, ,     . W      ,
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A     , -,       
. U               
 . A       A . T  
       . I         
(,   ,   ). H,    
        .

4.2.2 Data Insertion

D             . O  
     ,        . M
        . I  D I
,          -   
        . T     
SCM  R /P, M, D W,  R.

4.2.3 Visualization

A        . H,   
    -             
     .
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T     G        
   . A        
 contractapi.ContractInterface.

T       JSON       
 . A    assetId,    ,     
. T      initLedger  createNewAsset .
A           B.1.

F- WA        C P,
     ,    F 4.7. A,  , ,
      B.2. T      , -
       structs       . Q
             .

T  main    initLedger ,   
,             
 API.

W    ,  AssetItemId  . E    
     ID      . B -
 AssetItemId,           .
F,   ,     deliverDate    
      (  )    . T
CreateAsset      B.4.
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MoveAssetItem              
. I   CurrentOwnerId,  ProcessDate,   , 
        /  aditionalInfo. I  
  B.5.

TrackAssetItem         . I  
              S
. T     getChildenTree      
. A B.6   .

F  ,           
    . T   : getBlockByTxID, getChainInfo,
getBlockByHash, getBlockByNumber,  getTransactionByID. A B.7 
 .

Figure 4.3 SCM User ow

F 4.3         A . I,
       SCM,     
  . A ,      SCM,    , 
     SCM         
       . F  ,     
        .

T          B.8. T 
                
    .
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F   ,   S    . I S, 
     ,        
            . S 
  . O     ,  ,
    ,  -     .

D   ,       
        (   ). A
  ,     ,   
        ,      
     .

A       ,     :
  ( - )    ( - ). S
        ,    , 
 , D M S (DBMS) ,    -
.

I    ,      
        . P- 
        . T    
          4.1.1  4.1.2.

F  ,     :   
       . F   , , ,
     . F  ,      .

A A      ,   , 
- .

4.5 USE EXAMPLE

T    ,  C       
. T            
 , , , , , , ,   .
I   ,      ,  ,
    , ,   . A      
         . T      -
 . P            
     . O    ,       
   . T         
            . T
            
. T    ,        
, , ,  ,    ,   
          .

F  ,     : E      
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   . P      , , , 
. D      . R    
,         .

F           : T
C F,   B,         -
       . C́ B     
    . T     . T  
E C    D        .
T        B   U S. T 
 ON DI,      . M BS   U S
 D         . A M J.  
      B     . B 
,             
        .

A ,           :

• E: J J.

• M: D J.

• D: E T.

• D: C ON.

• R: BS.

• C: A M J.

T       S C       .
T     . B     , ,  
  :

Figure 4.4 Fill in asset info.

T        SCM,   . A   ,
,        .
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Figure 4.5 Adding actors.

T          S  ,   
        :

Figure 4.6 Dening steps.

T  ,    ,       
      ,   :
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Figure 4.7 Review asset details before submitting.

O ,         ,     
     . W     ,   
      ,       .

Figure 4.8 Asset Items list.
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Figure 4.9 Actors list.

Figure 4.10 Steps list.

A  ,         . B
A,             . T
            . I   ,
        . I    
   .
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Figure 4.11 Create asset item form.

B        ,      : 
     . T           
   SCM . T            
     . M          
               , 
,     ,       .

T   ,           .
F,  M            -
 . T          .
T                
  . T          ,
   ,          . A   
       :
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Figure 4.12 Move asset item form.

T           . I 
         . F 4.14  
             
(   ).

W       ,       
   . U  ,        
       . T       
. A            
   ,        , 
    .
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Figure 4.13 Track an asset item forward.

Figure 4.14 Track an asset item backward.

U             
  . I           
  . T         ,
           . A   
    ,             
    .
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L, B           
   . A      
       ,    
        . E ,  
          .

E           
 ,         . W    
 ,           
       .

T          
   . M,       
       . T   - 
          ,    
   ,    , , , 
     . T F   
    S C M    
       .

    ,    ,  
            
         . N
    . I ,      
     . T     
   . I ,        
   . H,         
  .

B  --       -
    ,          
     . T      
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            :  
 ;       , ,  -;   
  . D       ,
 ,    ,  ,  , 
      . T     
      . A       
     . O   ,  -
    . E        
       . T    
              
       . A , -
         , 
      . W       -
   ,      
,        , , ,
,  ,           
     .

W            -
     . B,      -
        /    
. T               
 /  , ,       
 H. A,            
    .
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Appendix

A
PROJECT MANAGEMENT

A.1 ACTIVITIES

O         ,  
       . T   
,     .

A.1.1 Front end

• C  

• C   

• C    ()

• C    ()

• C   

• C  

• C  

• C   

• C    ()

• C    ()

• C   

• C  
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A.1.2 Back end

• G C

– C  

– C   

– C    ()

– C    ()

– C   

– C  

• S C

– C  

– C   

– C    ()

– C    ()

– C   

– C  

• R L C

– C C  F 

– C C  H B

– C C  O D

A.1.3 Hyperledger Blockchain

• C   

• C  (S )

• P       

A.2 USER STORIES

T A.1        ,     
    .
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Table A.1 Supply Chain Management - Blockchain Platform (SCM-BP) User Stories

US-1 A  ,          
    ,    ( , -,
 ).

US-2 A  ,          
    ,      ( ,
-,    ).

US-3 A  ,         , 
     .

US-4 A  ,        
 ,        : - 
-.

US-5 A  ,         ,  -
           
  .

US-6 A  ,     U L    
      .

US-7 A  ,     ,     
    (A, P, M, D, W,
R, E U).

US-8 A  ,     U L     
  ,      (   
).

US-9 A  ,      U L ,  
     .

US-10 A  ,       U L ,
       : -  -
.

US-11 A  M U (A, P, M, D, W-
, R),  M A      
  .

US-12 A  M,         -
      (..,     
)      5.

US-13 A   (A, M,  E U),  T A  
                
 (   ).

US-14 A   (A, M,  E U),    T A,
     I      .

US-15 A   (A, M,  E U),    T, 
            ,  
    .
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A.3 NON-FUNCTIONAL REQUIREMENTS

Table A.2 Non-functional requirements of SCM-BP
NF-1: U T  ,  API  

           
.

NF-2:
P

Speed and latency: T     H
   ,       
       . B, ,   
        
; T            
  ,        
  ,        
   ( );
Precision and accuracy: T      
   ,         
     ;
Reliability and availability: T     
        ,    -
,       ; I  
    ,        
  ;
Scalability: T       ,
       ;

NF-3:
M
 

T       L- , -
   D, ,     H
F . M , O C   
     . C    
       ,   -
,         
    ,  .

NF-4: S Privacy: T       -
  ,     ;  
            
 ; ,     , -
,  ;
Immutability: N         
;
Authorization: A        
            
. A    ,  , 
         
 .



Appendix

B
SMART CONTRACT AND BACKEND ENDPOINTS

B.1 TEMPLATE FOR CONFIG FILE

{

"AI":"ID",

"AN":"N",

"AD":"D",

"A":[

{

"T":"",

"I":[

{

"":""

}

]

}

],

"S":[

{

"SI":"ID",

"SN":"N",

"SO":1,

"AT":"T",

"I":[

{

"":""

}

]

}

]

}
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B.2 ASSETS, ASSET ITEMS, STEPS, AND ACTORS STRUCTS

 A  {

AI  :"I"

AT  :"T"

AN  :"N"

D  :""

AI [] :" I"

}

 S  {

SI  :"I"

SN  :"N"

SO  :"O"

AT  :"T"

D  :""

AI [] :" I"

}

 AI  {

AII  :"II"

OI  :"I"

SID  :"ID"

PID  :"ID"

C [] :"";

PD  :"D"

DD  :"D"

OP  :"P"

SP  :"P"

S  :""

Q  :""

D  :""

AI [] :" I"

}

 A  {

AI  :"I"

AN  :"N"

D  :""

AI []AI :"I"

A []A :""

S []S :""

D  :""

AI [] :"I"
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}

B.3 MAIN FUNCTION

 () {

,  := .NC((SC))

  !=  {

.P("E  : %", .E())



}

  := .S();  !=  {

.P("E  : %", .E())

}

}

B.4 CREATE ASSET

 ( *SC) CA(

 .TCI, I ,

N ,  , I []AI,

 []A,  []S, I [])  {

  !=  {

 .E(

"F       : %", 

)

}

 JSON !=  {

 .E("T  %  ", ID)

}

 := A {

AI: I,

AN: N,

D: ,

AI: I,

A: ,

S: ,

D: ,

I: I,

}

AB,  := .M()

  !=  {
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 

}

 .GS().PS("ASSET"+I,AB)

}

B.5 MOVE ASSET ITEM

 ( *SC) MAI(

 .TCI,

IID , AIID , ID ,

OID , P , P ,

 ,  ,

I [] )  {

IJSON,  := .QAI(, IID)

  !=  {

 

}

 IJSON ==  {

 .E("T I %   ", IID)

}

AI := AI{

AIID: AIID,

OID: OID,

SID: ID,

PID: IID,

C: []{},

PD: .N().F("2006-01-02 15:04:05"),

OP: P,

SP: P,

S: ,

Q: ,

D: ,

AIM: I,

}

IAB,  := .M(AI)

  !=  {

 

}

 .GS().PS(

"ASSETITEM"+AIID, IAB
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)

}

B.6 TRACK ASSET ITEM

 ( *ATSC) TAI(

 .TCI,

IID ) ([]*AI, ) {

I,  := .QAI(, IID)

.P("   I : ", I.AIID)

  !=  {

 , .E(

"F     . %", .E()

)

}

 I ==  {

 , .E("%   ", IID)

}

I := ([]*AI, 0)

//first add the children to tracked items

,  := .CT(, I)

  !=  {

 , .E(

"F     . %", .E()

)

}

 ,  :=   {

.P()

I = (I, )

}

//then, add the current item to tracked items

I = (I, I)

//finally, add the ancestor of current item to tracked items

 {

PI,  := .A(I.PID)

 (PI <= 0) {





64 SMART CONTRACT AND BACKEND ENDPOINTS

}

AI,  := .QAI(, I.PID)

  !=  {

 , .E(

"F     . %", .E()

)

}

PI,  := .A(AI.PID)

.P("PI: ", PI)

I = (I, AI)

I = AI

}

 I, 

}

 ( *ATSC) CT(

 .TCI,

I *AI) ([]*AI, ) {

 := ([]*AI, 0)

.P("(I.C): ", (I.C))

 (I.C) == 0 {

 = (, I)

}  {

 , I :=  I.C {

AI,  := .QAI(, I)

  !=  {

 , .E(

"F     . %", .E()

)

}

 AI ==  {

 , .E("%   ", I)

}

T,  := .CT(, AI)

 ,  :=  T {

 = (, )

}

}

 = (, I)

}

 , 

}
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B.7 AUDIT METHODS

 TBID(

 .PL,  []) .R {

  ==  {

 , .E("T ID    .")

}

T,  := .GTBID(())

  !=  {

 , .E(

"F      %,  %",

(), .E()

)

}

,  := .M(T)

  !=  {

 , .E(.E())

}

 .S()

}

 BBN(

 .PL,  []) .R {

  ==  {

 , .E("B     .")

}

,  := .PU((), 10, 64)

  !=  {

 , .E(

"F       %", 

)

}

,  := .GBBN()

  !=  {

 , .E(

"F     %,  %", , 

)

}
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,  := .M()

  !=  {

 , .E(.E())

}

 .S()

}

 BBH(

 .PL,  []) .R {

  ==  {

 , .E("B     .")

}

,  := .GBBH()

  !=  {

 , .E(

"F     %,  %", (), 

)

}

,  := .M()

  !=  {

 , .E(.E())

}

 .S()

}

 CI( .PL) .R {

,  := .GBI()

  !=  {

 , .E(

"F       %", 

)

}

,  := .M()

  !=  {

 , .E(.E())

}

 .S()

}

 BBTID(
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 .PL, TID []) .R {

ID := (TID)

,  := .GBBTID(ID)

  !=  {

 , .E(

"F     ID %,  %", ID, 

)

}

,  := .M()

  !=  {

 , .E(.E())

}

 .S()

}

 ( *LQ) I( .CSI) .R {

 := .GA()

 := ([0])

 := ([1])

,  := .GSP()

,  := .ICN(.PB)

L := ..GL()

.D("I : %  : %", , )

 := ACLR()

  {

 GTBID:

 TBID(L, [2])

 GBBN:

 BBN(L, [2])

 GBBH:

 BBH(L, [2])

 GCI:

 CI(L)

 GBBTID:

 BBTID(L, [2])

}

 , .E(

"R  %  .", 

)

}
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B.8 BACKEND ENDPOINTS

Actors URI Description
POST /    
GET /    
PUT //:    
GET //:    
DELETE //:    
Steps
POST /    
GET /    
PUT //:    
GET //:    
DELETE //:    
Asset Items
POST /-     
GET /-     
PUT /-/:     
GET /-/:     
DELETE /-/:     
POST /-/:       SCM
GET /-//:       SCM
Assets
POST /    
GET /    
PUT //:    
GET //:    
DELETE //:    
Audit
GET //: R      
GET ///: R      
GET //-/:- R    T ID
GET /: R    ID
GET / R   I 
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DATA STRUCTURE

Figure C.1 SCM-BP data structure
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